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Introduction

China has become a critical elemaémtthe strategy of almost every global company. It is
importantfor their futuresuccess and servas salesmarket, supplynarkef manufacturing

site and even R&Dbase. However, China offers many challenges to companies operating in
the countrySome Western MNCs lost a lot of money in China and finally retreated from the
country. Others deliberately chose not to enter the giant Chinese market at all in order to
awid the high risksAccording to a2007A.T. Kearney survey the moshportantproblem is

the effectiveprotection of intellectual property rights (IPR)

The protection of IPR is oihdamental relevance for evananager as it usually protects the

core competences and competitive advantages of the company. Hence, it is not sufficient to

see this challenge only as a legal issue and to delegate IPR issues to legal departments or legal
advisors ori even worsé due of the complexithecome a topic thatode s n 6t get mana
all. This work will thereforeanalyzethe critical aspects of IPR protection in China from two
perspective$ legal and factual With the improvement of the Chinese legal system each of

these two areas should be in focus of attentibexecutives operating in Chinelowever,

due to the higher relevance of factual strategies in practice, this part will be dealt with in

greater detail than legal strategies.

Despite all theshortcomingscompanies should not see this IPR challenge asason to
neglect China. The Macesonomictrends are still in favor of the middle kingdom. By
following somerecommendationand rules companiesan develop intelligent strategies to

benefit from China and mitigate the IPR rekthe same time

This work combines ideas from academia and practice. Be$lideanalysis ofegal texts
academic journals, press articles, academic and management books; empirical datselike
studiesand expert interviews/erealsoused.The project experiencand existilg researclof

the strategy onsulting firmA.T. Kearney, for which IPR issues are particularly prominent

Ching has also become part of this work.

! seeAppendix for furthedetails on the results of the survey.

Xl
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l. I ntellectual Property Rights

A. Definition

Intellectual Property Right§lPR) are legal property rights fareations of the mindThe
ownersof theselPR are granted certain exclusive rights to a variety of intangible assets.
Common types of intellectual property include copyrights, trademarks, patents, industrial
design rights and trade secratghile copyrghts tend to focus on creative worlesg. music,
movies, literature), patents are concerned more with technological and scientific innovations
(e.g. inventions, technical ideas and designhe majority of intellectual property rights
provide creators obriginal works economic incentive to develop and share ideas through a
form of temporary monopol§/Figure1 gives a systematic overview of the main categories of
IPR.

Figure 1: Systematt overview of IPR?

Intellectual Property Rights

Trademargisg:;r;d Related Inventions
ABrand | ' |
A%rgrzfi?ifgi%?graphical Technical Non-technical
AWork title APatent APrototype and model
ACorporate design ARegisteredindustrial ATradesecret
ADomain deS|9n AcCopyright
Ae Aaeprgg&gﬂl;ctor ARelated rights

Aé

ABiotechnology
Aé

2See e.g.OECD (2008p. 42;Marx, C. (2008p. 2 et seqq.
3 Adapted fromMarx, C. (2008)p. 4
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B. Economic Rationale

Intellectual propertyrights are intended to promote investngem new products and
processes. The objective is to protect the capital, inspiration and efforts of the originator by
providing thecreatorwith rights aver the use of the copyright, patent or design. This provides

a type of monopoly as it sharply limits competition, permitting rights holders witméaans

to recover development costs and to earn a return on their investment. Mortbever,
intellectual poperty rights greatly facilitate the sharing of information and knowlealgéhey
provide incentives to the rights holders to present their creations on the fnarket.

Economists argue that IPRs are usually limited to-mxal goods. Since a nomival good

may be used and copied by many simultaneously evitii minimal marginal cosinventors

need (monetary) incentives to create such works. On the other hand the granting of a
monopoly is also associated with welfare destruction as the monopolist onilyizesx his

own gainsand not the overall welfar@hereforethe establishment dPRsrepresents a trade

off from economic perspective. It hasbalance the interest of society hetcreation of non

rival goods by encouraging their production) with theoblems of monopoly powér.

C. IPR Infringement and Counterfeiting

Counterfeiters, on the other hand, aagties that engage iPR infringementand exploit
without the authority of the economicvalue associated with the ownership and rights of a
trademark,copyright, patent or desigright. In other words they are freeriding on the
creative and economaefforts incurred by legitimate rightolders in the development of new
products andprocesses and the establishment of mark€tes diminishes the oveial
incentive to invest in product and process innovatiod therefore may ultimately lead to

welfare destructioh

* See e.g.OECD (2008)p. 42;Marx, C. (2008). 5 et seqq.

® Nonrrival good are goods which can be used or enjoyed by many people simultaneously (e.g. enjoy a drawing).
6 SeeDixon, P. and Greenhalgh, C. (20¢2)6 etseqq.

" Seee.g, OECD (2008)p. 42 et seqqMarx, C. (2008)p. 5
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The most prominent form of IPR infringement is counterfeiting (or also called product
piracy). Here, dur different forms can be identifiagsing the Matrix illustrated ifigure2. In

each of the four cases the revenue as well as the brand of the firms is &theigkrated
products in Quadrant 2 (high quality and level of deceptioneapeciallydangeroudor a
companyas this usually results in significant loss of revendasthermore, counterfeit
products in Quadrant 1 (low quality and high level of deception) and 3 (low quality and level
of deception) pose a risk of brand dilution. In terrhQuoadrant 4 (high quality and low level

of deception) the firms may lose some market share but the brand is usually not damaged.

Figure 2: Forms of counterfeiting®

Hig 0
i Counterfeitproducts withno or
Counterfeit product with low little differencein terms of quality
guality but optically identical with and priceand considered as
original product original
Example: spare-parts forcars Example: branded clothes produced
through overruns
Level of
deception (3]
Overruns or high-quality copies
Pirated goods,which canbe with different or no brand,which
easilyidentified as such aredeliberatly soughtafter by
consumers
Example: Counterfeitluxury
watchesforbargain prices Example: Technically identical copy
of a machine
Low
Low »High

Quality
Il.  China as a Challenge

One ofthe largest risks ahe Chinse market is the insufficient protectionl®R *° Foreign

firms as well as increasingly Chinese companies are suffering from counterfeiting and

8 SeeFuchs, H. J. E. (2006). 30 et seqq.
® Adapted fromHopkins, D. et al. (2003)
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productpiracy!* Affected are not only luxury consumer goods llkeuis Vuitton, but also
daily used fast movingonsumeigoods like tooth pastdhere are even cases in China where
serviceshave beemopied* Thus, it is no surprise that¢ E@nomist Intelligence UnikEIU)
ratings of thedegree of property righgsrotectionshow noimprovement from 1994 to 2006
China The countrywas rankedn that periodwith the low score of 2* EIU expects he
ratingsto showslow improvements over the next years fmrainat a modesscore of 3for

the foreseeable futuféThis means that despite all the rapid charsgeimprovementsIPR
protection will stay aighly relevantopicin China

The following pages give an overview of the current situation of IPR groitein China. It

starts with Rcts andrigures explain the Institutional Framework in China and the releva
International Conventiong\fterwards,the National Legal Framework for IPR protection will

be illustrated. Finally, this chapter ends with a description of the Theory and Practice of IPR

enforcement in China.

A. Facts and Figures

In China the market voluenofproduct piracy and counterfeit products is estimated -@025
of the overall productiort andapproximately 20% of total sales revenues for MNCs in China
are lost to counterfeitintf Estimates of the total market sidéfer quite a lot They range
from USD 16 bn (lowest estimation) to USD 140 bn (highest estimatidrilowever,

gualitative surveys repeatedly confer the overarching importance of this issue and thereby

0 5eee.g, A.T. Kearney (2005h)Kaufmann, L et al(2005) Fuchs, H. J. E. (2006)

! Seee.g, The Boston Consulting Group (2008&ricewaterhouseCoopers (200B)ichs, H. J. E. (2006Q.T. Kearney
(2008)

12 seeKaufmann, L. et al. (200%). 182

3 The rating scale i&i 5 with 5 meaning the highedegree of protectioms a comparison, development economies like

Germany or USA havscores of 5.

14 SeeEconomist Intelligence Unit (2007)
15 seeFuchs, H. JE. (2006)p. 44

16 SeeEuromonitor (2007)

" Seee.q.,Fuchs, H. J. E. (2006%chwarz, B. and Wong, V. (2008Havocscope (2007DECD (2008) Chaudhry, P. and
Zimmerman, A. (2009)
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indicating that the overall market may be closer to higher end of the range of estifat
example,the USChina Business Council annual survey repeatedly puts IPR enforcement as
one of the top three areas of concerm fusinesses operating in Chinbhadequate
protections driven by loopholes irthe Chineselaw that undermineghe appication of
criminal penalties to deter piracimpedeUS companies in Chin& Looking atEuropean
statistics China is still the largest country of origin for goods violating IPR. In,2@fly

60% of thecounterfeit and piracy goods collected at the Baem Union borders have their
origin in China® Taking a more detailed look into the products categories retresl€hina

is especially aggressive in the productionsofiple consumer goods like clothes but also
strong in more sophisticated consumeondglike electrical equipment (s&ggure3).

Figure 3: Overview per product sector of countries of origin (EU customs§

2007
Ereakdown of number of articles seized expressed as % by provenance and by product type
1. Foodstuff, 45,92% 37,35% 5,06% 3,10% 1.50% 1.11% 1.04% 0,97% 3,95%
beverages Turkey China Italy Georgia Belize Bulgaria USA Vietnam Others
2. Cosmetics, personal 32,11% 28,68% 15,86% 5,67% 4,34% 3,55% 2,27% 2,01% 5,50%
care products Georgia Turkey China Singapore Korea Unknown UAE® Algeria Others
55,62% 19,44% 9,83% 4,60% 321% 0,97% 0,95% 0,71% 4,68%
3a) sportwear China Turkey Unknown Bulgaria Algeria Romania Poland Thailand Others
3b) other clothing 62,58% 10,32% 4,63% 451% 2 66% 2,40% 1,79% 1,77% 9,33%
(ready to wear) China Turkey Unknown Vietnam ltalia Syria Bangladesh UAE Others
2c) elothing 57,16% 17,54% 11,65% 4,66% 2,55% 1.41% 1,02% 0,65% 3,38%
accessories China Italia Turkey Unknown Bulgaria Hungary Algeria Tunisia Others
79,67% 7.08% 2,35% 1,81% 1,24% 1,07% 1,00% 0,87% 4,91%
3d) shoes China Algeria Italia Unknown Turkey Russia Spain Malaysia Others
35,21% 30,73% 12,58% 10,06% 2,5T% 2,40% 1,59% 1,17% 3,69%
4. Electrical equipment Unknown China Algeria Hong Kong ltalia UAE Liechtenstein Turkey Others
11,86%
5. Computer 47,61% 14,15% Hong 541% 4.41% 3,57% 3,06% 1,98% 7,94%
equipment China Italia Kong San Marino USA Algeria Unknown Japan Others
75.07% 6,53% 3.31% 321% 2,65% 2,13% 1.72% 1,26% 4,12%
6. CD, DVD, ttes China Unknown Poland Hong Kong UAE Italia Syria Ukraine Others
5,70%
52,21% 36,15% Hong 1,90% 1,04% 0,63% 0,60% 0,28% 1,50%
7. Jewellery China Italia Kong Unknown Netherlands Japan Thailand Liechtenstein Others
41,59% 36,19% 7.35% 4.73% 2,39% 1,50% 0.92% 0.61% 2,36%
8. Toys, games China Tunisia Italia Hong Kong USA Unknown Croatia Canada Others
71,14% 8,79% 6,26% 3,28% 2,35% 2,12% 1,74% 0,78% 3,54%
9. Other China Hong Kong | Unknown Italia Tunisia Ukraine Turkey Pakistan Others
55,05% 18,01% 7,30% 4,78% 2,81% 241% 1,57% 1,27% 6,80 %
10. Cigarettes China Unknown UAE Bulgaria Turkey Belgium Greece Poland Others
39.21% 34,60% 14,70% 3,88% 3,28% 2,66% 0.52% 0,30% 0.84%
11. Medicines Switzerland India UAE China Hong Kong | Unknown Mauritius USA Others

However, these EU statistionly showthe B2C?* goods collected dhe bordersThey do not

reflect the problem of IPR infringement iB2B* and hightechnology industries like

18 SeeEuromonitor (2007)
1% SeeEuropean Commission Taxation and Customs Union (2q0&a)

2 Eyropean Commission Taxation and Customs Union (200&t)
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mechanical engineerirf§.For example, theasesof MICOTROL AG, Braun AG, Stihl AG
and DoppelmayeAG, which struggled with IPR infringement in ©h, show that the B2B
industry is also strongly affectédThe German association of mechanical engineering firms
(VDMA) estimated thatChinese counterfeiterhave a 50% cost advantage compared to
German manufacturethatlegally hold the IPR. Hence the loss of revenue associated with
this problem ranges from 3% 50% depending orthe industry characteristics. In total
VDMA believes that the damage to Germamechanical engineeringaccounts for
approximatel\EUR 400- 500 m p.&>

What might be even mershocking is that counterfeit produtizve already destroyed some
industries in Chinaby claiming a dominating share of the total market and af§ected
highly sensitive market sectors. For example, a market studyhforMotion Pictue
Association ofAmerica estimateghat 93% of thepotential market for the film industry in
Chinais lost to piracy’° The US Softwareand Information Industry Association claims that
nearly 100% of business softwareGhina is piréed?’ Another example israinspection g
the China Healthcare Associatjomhich revealed thahore than 25% of healthcare products
in China ae fakesand between 200,000 and 300,000 Chinese die everybgeause of
counterfeit or substandard medicfie.

Also, if we look at the development ovitme of Chinese counterfeiters, a clear sophistication
of the pirated goods can be identified ($@gure4). No industry today is too complex or
advanced to be safe from Chinese IP infringement. Furthermore, this short @oliect
summary of facts and figures show that despite efforth@fChinese governmetn take

more actios against counterfeiteri® recent years, the scope and size of the problestillis

1 Business to Customer

2 Bysiness to Business

Z For an overview of the status quo of IPR infringement in different industries S&ECH (2008)p. 261 et seqq.
% seeFuchs, H. J. E. (2008). 16 et seqcfor further information about the cases

% seeFuchs, H. J. E. (200). 21

% seeMotion Picture Associate of America (2005)

2" SeeHopkins, D. et al. (2003)

2 seeSchwarz, B. and Wong, V. (2008) 29 et seqq.
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extremely largeand hence extraordinary relevant for operatimsgle and alsé as we can
see from the EU border customs statisticaitside of China

Multiple reasons lead to the vast violation of IPR in ChiAastill underdeveloped legal
system combined witlin comparison to positions in the private economgjlerpaid state
officials; an understanding of IPR, which is still influenced by Communism and
Confucianism;JointVenturestructures which can be easily abused for illegal knowledge
appropriation and the high rate of fluctuation of employees are some oédkens that
benefit IPR infringement in China and hence explaining the striking facts and figures shown

above®®

Figure 4: Evolution of counterfeiting in China®

A
Global ,
""""""" “Mutant”
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Y see Kaufmann, L et g2005)p. 183.1 n t h e Thetrypapd PeacticefiPREnforcemerd t he reasons wi | |

elabora¢d and explained in more detail.

0 A.T. Kearney (2005a). 2
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However it should be also noted thabme improvememeasurs inthe fight against IPR
have also been implemented. For exampie2006 a nationwide IP complaint hotline was
established. The deputy director of the IP Crimes Bureau claimed a 70% inoreesanal

IP cases in 2005 and 167,000 cases of illegal praztueind trade imedicines and medical
equipment! Nevertheless the improvements are minor and not sufficient to ceérall IPR

issue in China.

B. Institutional Framework

According to the OECDhe legal and regulatory frameworks combating counterfeitirty an
piracy are keynstitutional factors since they can have significant impacts obehaviorof
counterfeitersand piraés. Legal systems provide righalders with instruments to takestion
against parties that infringe legally protect®iRsand to chim compensation faithe losses
suffered as a result of the infringement. Strong frameworks can idieieractivity, while

weak frameworks woulbepermissive®

In China thelegal system has undergone maanges and upheavals since 1949 fsgere
5). Snce the 19904 is to some extent a mixture tife three sources of law developed in the
preceding phases of Chinese lestory, ie. the traditional confusion principles, the highly
regulativesocialiststyle law after the 1948ommunistrevolution and finally the European
civil-law-style laws enacted since the early 1980%oday e Chinese legal systefsee

Figure6 for an overview)is compex with multiple layers but on the other hastdl evolving.

31 seeChaudhry, P. and Zimmerman, A. (20@9)130
%2 5eeOECD (2008)p. 52
3 SeeWerner, SM. and Wessing, T. (2007 170
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Figure 5: Milestones in the development of China's legal system

1988, 1993, 1999, 2004, Revisions to the

1982, Current Constitution approved and made public by the Fifth 199
National Peopleds Congress (NPB}\a: s Gopsitytign Sessi on

ADe-emphasized class struggle and emphasis is placed on
development, led by the Communist Party

AThe reform and opening to the outside world i the way to turn the
country into a powerful one i is also included in the Constitution

1979-94, 135 laws, more than 100 regulations and supplementary regulations, over
600 administrative regulations and over 2,000 local laws were formulated

1979, Standing Committee of the NPC reiterated that laws and decrees formulated after the
founding of the PRC would continue to be effective, except those in opposition to the present
Constitution, laws and regulations

AThe Law Committee and the Legal System Working Committee of the NPC and the Judicial
Department of the State Council were established or restored

AThe people's procuratorates and people's courts were reestablished
AThe lawyer system were restored

AThe Party Committee's examination and approval systems were abolished. In order to
strengthen the legal system, popularize the legal knowledge and train legal personnel, colleges
of political sciences and law were established

1966-76, During the cultural revolution, the people's courts at all levels were at a standstill, the people's procuratorates were
abolished and the building of the legal system suffered serious damage

1966, China had more than 1,500 laws, decrees and administrative regulations

1954, First socialist Constitution instituted

Despite all therecentreforms, t is important to understand thastoricallyrooted ties
between law and politics in Chindt has often been said that despitee change the
communistrevolutioncausedn China in 1949, the communist system provides for a strong
continuity with imperial Chinaas both systems are authoritarian and law is subijedhe
superiority of politics. Neither in imperial China nor und&ao Zedong,was lawallowed to

play an independent and autonomous.rivideed, gite the opposite was the casaw.was
always just an instrument to govern the country and contra@dbiety.In addition, elucation

and indoctrinationthrough mass camfms ma& sure that the Chinese behave in the
expectedmanner without the ultimate application of external force ofldlae Lawin China
thereforestill reflects the political program of the ruling and does not have autonomous

validity yet®*

Figure 6: Chinese legal system

% Seee.g.,Werner, SM. and Wessing, T. (2007) 171;Chaudhry, P. and Zimmerman, A. (20@9)126 et seqq.
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In China, the responsibility fdPRis entrusted with di€rent entitiesinder the State Council.

The State Intellectual Property Office (SIPO) is in charge of patents, the State Administration
for Industry ad CommercgSAIC) is in charge of trademarks, while the National Copyright
Administration of China (NCAC) is in charge obpyrights There are two levs for IP
protection in China. Thedministrativebodies under the State Council, nam8li?O, SAIC
andNCAC generally examine, grant or register IPR and handle infringement cases of major
importance The local administrativauthorities are responsible for the implementation of
policies and for administering and enforcing IPR at the local fével.

To improwe IP protection, the State Council created the National Working Group on IP
protection in 2005, whiclcomprises 17 different administrative authorities and judicial
departments. The Working Group is based at the Min@ti@ommerce (MOFCOM) and is
adminigered by theSIPQ It is responsible founified planning and cordination of national

intellectual property protection and supervises important IPR .¢ases

C. International Conventions

In 1980,Chinabecame a member of the World IntelledtBeoperty Orgarzation (WIPO).It

has patterned its IPR laws on the Berne Convention for the Protection of Literary and Artistic
Works and the Agreement on TraRelated Aspects of Inteittual Property Rights (TRIPS).

The PRC acceded to the Paris Convention for the &roteof Industrial Property on 14
November 1984 and became an official member on 19 March C38@aalso acceded to the
Madrid Agreement for the International Registration of Trademarks in June R&&nuary

1992, Chinaentered into a Memorandum ofnterstanding with the United States
government to provide copyht) protection for all American workand for other foreign
works. Several bilateral negotiations have been conducted between the two governments. At
some points, trade sanctions were threzddny the two governments over IPRs issues. At the
conclusion of negotiations in 1995, the Sid8 Agreement on Intellectual Property Rights

was signed. In June 1996, the two governments entered into another agreement protecting

% Seee.g, World Trade Organization (2008DECD (2008)
% SeeOECD (2008)p. 222
11
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American intellectual propty in the PRCas theUS found the Chinesenforcement of the
1995 agreement less than idedegotiations have continued to this daljhough the tone
since the late 1990s has been less confrontatiénal.

Figure 7: International tr eaties and onventionsfor the protection of IPRs in China

International Treaties and Objective Chinese
Conventions accession

Paris Convention Protection of Industrial Property 19.03.1985
Madrid Agreements International Registration of Trademarks 04.10.1989
Berne Convention Protection of Literary and Artistic Works  15.10.1992
Universal Copyright Protection of Copyrights 30.10.1992
Convention

Patent Cooperation Treaty Protection of Patents 01.01.1994
World Trade Organization Obligation to adhere to international 11.12. 2001

standards of the WTO-agreements incl.
the multilateral Annex-agreements like
e.g. General Agreement on Tariffs and
Trade (GATT), General Agreement on
Trade in Services (GATS), Trade-
Related Aspects of IPR (TRIPS)

Generally speaking these conventions require the member countries to provide adequate and
effective enforcement mechanisms within the country and at the borders. They must also
provide for bothc v i | and criminal penalties for infr
dispute settlement mechanism available to address conflicts arising under this treaty and
significantly provides for the possibility of cresectoral retaliation against countrieattfail

to abide by WTO6s displte settlement bodyods

In summaryaccording to the Uited StatesTradeRepresentativUSTR), China has enacted
a relatively good set of lawsnce its accession the WTO when the country had to adopt the

IP princples ofthe TRIPS accordf In line with that is the assessmentQifi: He also argues

37 seeChaudhry, P. and Zimmerman, A. (20@9)126 eseqq.
% seeLam, N. M. and Graham, J. L. (2007)317
% SeeUnited States Trade Representative (2@07)8 et seqq.
12
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that as a result of the efforts in adopting the new regulations (see below), China now has in
theory an extensive and basically W-E®@mpliant legal framework for IPR peattion?°
However, on the other hanthe USTR also claims that enforcemenbas often been

ineffective®!

In the next chapter the actual legal framework regarding the protection of IPR will be
explained.

D. National Legal Framework for IPR Protection

In Chinatrademarkscopyright;patents and desigmre protected under three major laws and
their complementarymplementing regulationghe Patentaw, adopted in 1984 and revised
in 1992 and 200@&and implemented in 2001 (Implementing Ruletsle Trademark Law,
which was adopted ingB2 and revised in 1993 and 20&1d implemented in 2002 (Revision
of the Implementing Rulesand the Copyright Law, adopted in 1990 and revised in 2001
implemented in 2002 (Implementing Rul&8)

Thesethree kinds ofPRwill now be explainedn more detalil

1 Patent Law:. The | aw protectatiiomyvent iwbhnsh 1 nc
utility models and desigrAft. 1 & 2 Chinese Patent Law]he current Patentdw
and its implementingrules allow a party to appeal to a speaammittee for
reconsideration of t he Patent Of ficebs o
further may appeal a Patent Of ficebs d
|l nter medi at e (AR .elb @hinesé Pate@ d.awit talso provides that a

patent holder may seek injunctive actions via court order to halt patent violations

“0'seeQin, J. Y. (2007p. 28

“l SeeUnited States Trade Representative (2Q07)8 et seqdThis issue will be examined in the chagi€heory and
Practiceof IPR Enforcemen .

42 See for the legal text of th@opyright Law of thePRC:
fihttp://www.sipo.gov.cn/sipo_English/laws/relatedlaws/200804/t20080416_380362.htnttaténeLaw of th®RC:
fihttp://www.sipo.gov.cn/sipo_English/laws/lawsregulations/200804/t20080416_38032¥.htemln Tradéntark Law of
theP R Chttg¥/www.sipo.gov.cn/sipo_English/laws/relatedlaws/200804/t20080416_380361.8&elals@.g.,Yu, P. K.
(2006)p. 106 et seqd.am, N. M. and Graham, J. L. (2007)345 et seqq@ECD (2008)p. 222

13



Executive MB.L.-HSG Executive Master of European and
International Business Law of the
" University of St.Gallen M. B.L. -HSG

'E Universitat St.Gallen

pending proceedings of patent prosecution or litigatm. 57 Chinese Patent Law)

The new law also makes the foreign application procedures conform to the procedures
under the WIPO.

Under the Chinese Patent Law two government ageheies the authority to enforce

patent rightsthe administrative agencies and judicia or gans of t he pe:
(Art. 3 Chinese Patent Law)The main administrative agency is the SIPlhe

Chinese Patent Office under the SIPO is in charge of receiving and examining patent
applications, granting patent rights, examining and determining requests for
reexamination and invalidation and other administrative functions given by the SIPO
underthe Patent Law.

Jurisdiction of the courts depends on the type of patent disputes involved. For patent
disputes over the validityof a patentor its compulsory license, the Beijing

|l nter medi ate Peoplebds Court igs Htigeh dPceewrptl e
Court is the court of appeal. For patent disputes over infringement, proprietorship and
assignment contract of patent rights and fees to use an invention for a pending patent
application, t he provinci aldispute firg aroseid i at e
the court of first instance and the provi
arose is the court of appekbr patent disputes over patent license contracts, the local
peopl eds court wher e tcdur of first anstane@ecanditben o0 c C
relevant intermediate court is the court of appeal.

Any foreign individual or enterprise that has no regular domicile or place of business

in China has to entrust a patent agemdgsignated by the SIPO as thamgent in

hardling patentrelated mattergArt. 19 Chinese Patent LgwIn case that there is1a
established business in Chingjs qualified as an independent legal entity in China

and thus caii like a Chinese legal entitiy directly authorize a Chinese patent agen

to handle the matteft is also possible to seek patent protection in China by filing a

Patent Cooperation Treaty (PCPatent application designating ChirfArt. 20
ChinesePaent Law) The languagef the patenin this case hastill to be Chinese

(andEnglishof coursé.

14
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Additionall vy, it should be notedlkeinat t he

Europei adopt s -tb-hiel & @Ait.© €Hinese Patent LgwThis means that
when two or more applicants file patent applicationsdaoridentical invention, the
patent right shall be granted to the applicant whose application is filed first. The
duration of a Chinese patent is 20 years for invention and 10 fggausility models

and designs from the date of filiigrt. 42 Chinese Pant Law).*®

1 Trademark Law: Registered trademark$rademarks that have been approved and
registered by the Trademark Offjcenclude trademarks, service marks, colleeiv
marks and certification mark$hesetrademark registrants enjoy the exclusive right
use thdarademark and arprotected by laArt. 3 ChineseTrademark Law)

With the last revision the Chinese Trademark Law has been made conform to the
WTO requirements and the foreign application procedure fall under the guidelines of
the WIPO. The evised Trademark Law introduces provisions giving holders of
registered trademarks and interested parties the right to seek prelinmjo@ictions
against infringergArt. 55 ChineseTrademark Law)

The Chinese Trademark protectibas a twetier enforcenent system: administrative

and judicial enforcement. The Chinese Trademark Office (CTMO) under the SAIC is
in charge of the registration and administration of trademarks and the implementation
of international treaties and agreements regarding foreigied trademark matters.
The Peopl eds Courts wher e t he trademar |
jurisdictional power to hear casghrt. 2, 53 & 54Chineselrademark Law)

Agai n, her e Chi aaf itlaekPrisRuahiesseTrademark LAY, i r st
requiring foreign trademark holders to register in China as early as podsible.
foreign individual or enterprise withouegular domicile or business inhfda who
intends to apply for the registration of a trademark or for matters concerning a
tradenark in China shall entrust a trademark agency designated by the SAIC to act as

its agent(Art. 18 ChineseTrademark Law) Furthermorethe foreign individual or

43 seelLam, N. M. and Graham, J. L. (2007)345 et seqq.; For a more detailed overview of the Chinese Patent Law
application processee e.gFuchs, H. J. E. (2004). 185 et seqq.
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enterprise shall file an application in accordance with any agreement concluded
between the PR@nd the country to which the applicant belongs or according to the
international treaty to which both countries are parties or on the basis of the principle
of reciprocity(Art. 17 ChineseTrademark Lawj*

1 Copyright Law: This Law is enactedor the purpse of protecting the copyright of
authorsand their works, which includeorks of literature, art, natural science, social
science, engieering technology and the likart. 1 & 3 ChineseCopyright Law).

Similar to the other two laws, the current Copyrightv has introduced many changes

to bring it in line with the Berne Convention and the TRIPS. The revisions also made
equitable remedies available to victims of copyright infringement so that an aggrieved
party may seek a preliminary injunction to preseassets and evidend@rt. 50
ChineseCopyright Law).

Also here China has implemented a two tier enforcement system: administrative and
judicial. As the government administrative agency, the National Copyright
Administration of China (NCAC) handles mosbpyright matters, including the
administration of foreigimelated copyright matters and approval of establishment of
foreignrelated copyright agencies. Furthermotbe NCAC supervisesall local
copyright administration departmerisrt. 7 ChineseCopyright Law).

The Chinese Copyright Law adopts the rule of automatic protection and the principle
of national treatment applies to foreigndisrt. 2 Chinese Copyright Law) An
infringed party must bring the suit within two years from the date of the discofery

the infringement. Considering the time frame and the substantial costs, a foreign
copyright owner may want to register the copyright in China to facilitate future
enforcement action. To benefit from legal protection, works of foreigners must be
eitherf r st published in China or published

and China are both members of an international copyright agreg@ent2, 3

“SeeLam, N. M. and Graham, J. L. (2007)348 et seqqFor a more detailed overview of the Chind@sademark Law
application process see ekgichs, H. J. E. (2004). 193 et seqq.
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ChineseCopyright Law) For longterm copyright protection, the copyright owner
should ensure thatidhor her work falls within the scope of copyrightable subject
matters and meets specific requirements relating to ownership, duration and other
limitations (Section 1, 2 & hineseCopyright Law)

Copyrights in China can be enforced through three chanagministrative, civil and
criminal proceedings. The NCAC and its local copyright offices may apply
administrative measures to impose fines or penalties or to confiscate property obtained
through piracy.

Through a judicial proceeding or a preliminaryuimction, property preservation is
available to a copyright owner if he or she has evidence to establish that another party
iIs committing an act of infringement. Upon finding copyright infringement, foreign
copyright owners may bring suits in courts fowikciremedies or for criminal

prosecution§?

In case of IPR infringementjvil actionsaccompanied by monetary fines are included in the
Patent, Trademark andopyright laws The Patent Law allows fines up @\Y 50,000, or

three times the illegal eamgs frompassi ng off another @Ereb8 onobs
Patent Law) The Trademark Law allows for compensation not exceediy 500,000 (Art.

56 Trademark Law)The revised regulations of the Copyrightw.authorize fines up tthe
amountof the unlawful income of the infringemlhis alsoincludes the appropriate fees paid

by the right holder to stop the infringing adh case theright holders actual injury or
infringer's wlawful income cannot be determined, tfiee is limited to CNY 50,00

depending on the cimnstances of the infringing act (Art. 48 Copyright L&W)

Under theCriminal Law seven specific types of IPR infringement are regarded as a criminal
act: counterfeitingregistered trademarks; selling goods bearing counterfeit eegist

trademarks; illegally producing and sellingpresentations of registered trademarks; forging

%5 SeeLam, N. M. and Graham, J. L. (2007)350 et seqq. For a meodetailed overview of the Chinese Copyright Law
application process see ekgichs, H. J. E. (2004). 199 et seqq.

46 SeeOECD (2008)p. 222
17



Executive MB.L.-HSG Executive Master of European and
International Business Law of the
" University of St.Gallen M. B.L. -HSG

'E Universitat St.Gallen

A A

anot her personos patentao C 0 p yregroguttions amdf r i ng
infringing commercial secrets. For infringement of trademarks, patsmscopyrights the
infringer can be sentenced to up to three years of prison and/or a fine. If the infringement has
particularly serious consequendes terms of substandard quality or health and safety of the
consumei’ the punishment can be up to seyearsimprisonment.’
Requirements for the criminal procedure according to @tenese Supreme AdDrd s
r e gul a Saverahlssoes of @oncrete Application of Laws in Handling Criminal Cases of
Infringing Intellectual Properti*® are forCopyright infringementeither.

1 CNY 50,000 business scale aboveor

1 CNY 30,000 illegal profior above or

91 500 copies of copyrighted materials.
In case offrademark infringementthe requirements are either:

1 CNY 250,000 business scade above or

1 CNY 150,000 illegalprofit or above or

1 Counterfeiting more than 2 registered trademarks
The requirements fdPatent infringement are either:

1 CNY 200,000 business scate above or

1 CNY 100,000 illegal profitor above or

1 Directly coursing patentight-holder damage alve CNY 500,000, or

1 Counterfeiting more than 2 patents and the illegal business scale exc&idlihg
100,0000r the illegal profit exceedinGNY 50,00Q or
1 Counterfeiting registered famous brands and/or pharmacy products for human beings,

or
1 Counterfeitingeading to the bankruptcy of the right holder (trade secret only) or other

serious damagé€.

47 SeeOECD (2008)p. 222
“8 Chinese Supreme Court (2004).11.2004
4 Adapted fromWang, J. (2008)
18
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The Chinese Customs Law forbids the import or export of goods infringing the IP rights
protected by Chinese lawvRe gul at i ons on A Cust oahProp&tyot ect
Ri g A’enstde customs to seize imports and exporgoofis infringing patents, trademarks

and copyrightrelated rights. In order tenhance the efficiency of seizures by Customs, the
owner of the intell ect udil therrighpirewriting with thg h t ma
Customs New regulations issued by the Customs administration in September 2004 regarding
administrative penalties in the Customs context provide for fines not to exceed 30% of the
value of the goodonfiscated, o€NY 50,000, whichever is lowet"

E. Theory and Practiceof IPR Enforcement

As explainedbefore,China has a dual mechanism for IBRorcementUnder this system the
responsibility for IPR enforcement is shareetween the State Council IPR adistrations
(SIPQ SAIC and NCAQ and the Supreme PeopleCourts andProcuratorate bodies.
However the majorityof IPR cases ar@andled by theState Council IPRadministrative

authorities &pproximately80% of the cases in 200%).

The State Council IPR administrations are empowered to: question the accused infringer;
examine documents; search premide=eze assets; issue an injunction order; confiscate and
destroy counterfeit goods and tiaeilities specifically used in the infringement and impose a
penalty. If the ifringements are found to be so seri@sgo have constituted a crintee case

would be transferred to a competent judicial authority for criminal investiga®egarding

border enforcement, a @mperative mechanism has been set up between General
Administration for Customs of ChingGACC) and other IP enforcemeatiministrations,

including SIPO, SAICthe Ministry of PublicSecurity and the Supreamm Peopl edés Cou
addition, wmistoms has increased mmunication with enterprises tgroup information

resources. Methods for checking and seizing infringement products have been improved.

% Chinese State Council (2004).3.2004
51 SeeOECD (2008)p. 222 et seqq.
%2 SeeOECD (2008)p. 223
3 SeeOECD (2008)p. 223
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In terms ofjudicial enforcementChina has progressively estshed a system of specialized

IP tribunals and has delped trained judges to sit apecializedlP tribunal to hear civil
cases. An IP holder may request the court to issue an injunction order taran imunction
before formally lodging a complaint. Preservation of evidence is also available if part of the
infringement is indanger of being destroyeds described before, undére Chinese civil

law, remedies fordamages are available. They are, however, compensatihgr than
punitive. Damages may be calculated based on profits gained by thgenfor losses
suffered by theights holder. Statuty damages are now also available if a plaintiff is unable
to fully quantify its damageRegarding criminal prosecution, the public security body is
responsible for carrying out criminal investigatiocsncerning IPR infringements. Minor
criminal cases arehear d directly by the Pwherpaks ¢hé s Cou

Procuratorial system is responsible for cases endangering public ocheational interest!

In practice however, C h ifon @odestingl IRRgamkins snythe tnidairstageda

the challenges for an effective IPR enforcement are still enorfous:

1 Cultural traditions: The Chinese culture, strongly influenced by Confucianism and
the Chinese interpretation of Communi§hinders the enforcement of effective IP
legal structures. iny Chinese have traditionally viewed IP as a common gmold
thereforeto be used by all for free.Therefore,it should not be surprising, that
domestic competitors frequently copy each other with impunity and foreign firms

from wealthier ndons are expcted to exchange Knettow for market access.

54 SeeOECD (2008)p. 223

% Seee.g, The Boston Consulting Group (20QaY etseqq; A.T. Kearney (2005a)Chow, D. C. K. (2005)Mertha, A.
(2005)p.3 etseqq; PricewaterhouseCoopers (20@5)8 etseqq; Wirtschaftswoche (2006). 57;United States Trade
Representative (2007am, N. M. and Graham, J. L. (20Q7)325 et seqqGhaudhry, P.r@d Zimmerman, A. (2009).
129 etseqq.; and the interview with Meiting Zhu in the Appendix

%6 Confucianisnrequired control of information and a traditionali@se belief is that inventiomsaw on past knowledge
which belongs to all citizens. The babiliefs ofCommunismharmonizewith these traditional attitudes. Censorship was

moreimportant than copyrights and inventions belonged to the state.
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Additionally, often "Guanxi“networks, save of face and national identification play
their role in favor of the Chinese IPR infringer.

1 Patent registration process: The SIPO lacks sufficient qualified manpowgr
process the steep rise in patent applications. Given their higher complexity,
applications for higtiech patentgypically take alot of additionaltime to process.
Although SIPO is adding staff and offered Interhased application services the

problem is still not yet sufficiently solved

1 International law: Inconsistencies and gaps with international laws still exist. For
instancejn contrast to Germany, China trademark protection can be obtained only by
means of an entry in the trademark regisgtng not, as in Germany, on account of
prevalent uage ( AVer kehr sgel t umsghe Hifferenkenatte Hae r exal
relating to industrial designvhich is often a source of legallisagreement. For
example, when evaluating the danger of confusing auyatopdt is of decisive
importance in both China and Germany whether or not diierall aesthetic
impression of the product under attack is identical or similar to the design. However,
the essential difference is how the product which violates a desigat isrpthe
market. Including such products in a product catalogue or exhibiting them at a trade
fair does not in itself constitute a violation of the design and is not illegal in Qhina.
contrast to Germany,ne is breaking the law only when it has beemdnstrated that

the advertising is intended to promote the sale of a certain product.

1 Application to domestic and foreign parties:t appears that the protection laws are
not always equally applied to domestic and foreign firms. For example, in regponse
extensive copyright and trademark theft),
system for accelerated trademark approvidiis systemfavors the protection of
Chinese brandsAdditionally, foreign patent applications must pay higher fees than
Chinese aplications and foreign applicants without a legal Chinese presence must use

a Chinese agent.
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1 Government tiesand conflict of interest Chinese statewnedenterprises (SOE) or
private firms with strong links to governmental institutions are a big cha&lémrgthe
Chinese legal systems. With China's ambition to build their own global players in
forms of ANati onal Champi onso, acqui siti
primary objective of the government. However, this happens pretty often in forms of
illegal knowledge appropriation in Joiktentures. In such cases, tbeal jurisdiction
is often judging in favor of the Chinese compalmyaddition, the illegal activitiesf
counterfeiters often providebs and generatevenus andthereforemay be vitalto
the local economyFeng explaing hi s as f ol | ows :-owhedbndn t he
collectivelyowned enterprises, the cost of compensation is ultimately borne by the
state or collective, which traditionally has the responsibility to take care of the
employeesd | ivelihood. As one judge cO0mme
in a case of patent infringement before him, the innocent workers did no wrong; they
expended labor and skill in producing the infringing products on which they earn their
meaer livelihood. The court should not shut it eyes to reality by depriving the
workers of their onlyncomed®’
In addition, theadministrative bodies have limited enforcement powers and also
conflicts of interest as their priorities sometimes run counténdanterest of foreign
companies. For instance, the SAIC, which can conduct raids, investigate violations,
impose fines and close factories, has its main role in promoting economic
development. In some provinces counterfeiting is a huge indasily empbyer.
Therefore it maynot act on behalf of foreign complainants. In addition, all of these
agencies have the right to sell confiscated goods to finance their operations. There can

also be conflicts if these organizations have sogjalties to the violatrs.

91 Burden of proof: Chinese authorities can annul claims for compensation if they have
initiated administrative action on the basis of incorrect information. On account of the

uncertain chances of success of action taken against a violator, the estigist on

5" Feng, P. (2003). 48
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high standards in regard to the evidence. For the holder of the rights this can mean that
theburden of proof is considerably high

1 Legal power for enforcement: The enforcement of protection laws is difficult. SIPO
only registers patents, thbugh it was established to integrate official bodies
responsible for patents, trademarks and copyrights. Outside of this, it remains largely a
policy-setting body with limited investigation and enforcement pow&he China
Trademark Office (CTMO) and ¢h National Copyright Administration of China
(NGAC) remain separate bodies, while still another entity, the MOFCOM administers
technology transfer issues. Beyond the problem of fragmented authority, remains the
problem that none of these bodies enjoys #&wal power to actually enforce

regulations

1 Courtsystem:Chi nads court switsharalng IBigsuesAlthowgh r ug gl
Chinads courts do have the ability to en
established P sections, many judges hame adequate legal training. Additionally,
foreign parties cannot initiate legal action in China as they must persuade the courts to
pursue a casé.he law requireproof of illegal sales for criminal action and they base
penalties on a perce&ge of illegasales. This i®ftenafutile effort as even legal sales
are usually not recorded accurately. Hence, fines are low and hardly a déferrent.

Some Chinese firms just consider them wnecessary cosff doing their (illegal)

business.

ll. Legal Strategies fo IPR Protection

Legal Strategies for IPR protection follow a three step approach: First, the firm has to take
preventative measures This should be then complemented bxyplorative measures
Finally, in case counterfeit products were discovered, legahtermeasuresagainst the

pirates carbbe taken.

%8 See previous clger fiNationalLegal Frameworkfor IPR Protectiofi
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A. Preventative Measures

Despite the enormous issues in the practice of IPR enforcement, companies must apply legal
strategies athe necessary basics of IPR protection in Chiha.ensurehis basic protection
firms should applyhe stratgies described in the following:

1 In the beginningthe best means of prevention is to engage local legal representation
and diligently registedP with the appropriate local agencies as desdribethe
previous chapterin addtion, it is importantto work together with experienced
externallawyersthat havein-depthknowledge of the Binese laws and regulatiaris
In fact, failure todo so usuallyesut in problematic legal dispute&n example is e.g.
the settleddispute betwen General Motors and Chery Automohitewhich General
Motors claimed that the Shanghmsed carmaker copied its Chevy Spark in
designing the Chery QQ. BecauSeneral Motors did not have patents in China for its
car designs, it sue@hery for trade seets infringement. Had the American automaker
filed Chinese patents in the first place, as it did in its home market, it wouldchbdve
a much stronger clainand mighthad not required the assistancef the Chinese

government to secathe finalout-of-cout settlement?

1 Also, a firm should make sure that their BRre registered with the customs
administration. As mentioned, wastoms officials have powers to enforce IPR,
including by administering fines and confiscation of merchandise in cases involving
foreign trade. However, they can exercise these powers only if a company has first
registered its IPR and then applies for action to be taken. Customs officials in
jurisdictions like Shanghai and Guangzhou have demonstrated greater willingness and

ability to crackdown on IPR violations in customs trade in recent yars.

1 Seeing it from a international andnore strategigperspectiveFirms should apply for

patents, trademarks and copyrights in all significant markets, including China. By

%9 SeeFuchs, H. J. E. (2004). 184 et seql.am, N. M. and Graham, J. L.q@7)p. 353
8 SeeChina IP Express (2005)ited inYu, P. K. (2006)p. 147
51 SeeWrigley, D. (2005). 25
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doing so, the compangan build a protective fence around key markets in order to
avoid counterfeit goods in the Chinese market alsdin otherrelevant international
markets. Additionally, it isdvisable tahink about filing for patents ini@na early in

the R&D phasé?

1 Companiessometimesreate IP licenses in order to find license ssad to collet
fees. Contracts with Chinese JeWhenture partners should clearly state that they must
have IP licenses in order to ship products inside and outside of China or othibewise
firms needs to enforce its IP rights.

1 The entire organization and any contractors or partners should be made aware of
critical IPR issues, IP protection measures and process for reporting of violations
though <compl i anc ecode aof lcendug etccThisnmesams ytiiats clear
internal processes and policies for the protection of IPR should be established and

included in employee contracts.

1 An in-depth (legal) due diligence should be conducted for all outsourcing providers,
licensees andointVerture partnersetc. and therebgovering issues such as their
security processes, internal IPR policies, IPR training, employee retention rates,
litigation histories, insurances, etc. Contracts with these business partners should
specifically define the gegraphy of the conferred right. For example, this means that
contracts with partners outside of China should cover any possible future activity in
China as wellln addition, these contracts should include the option of arbitration in

Hong Kong with resutt binding in China to ensure the fairest arbitration pos&ible.

B. Explorative Measures

Explorative measuresnclude actions like the use of private investigatote oversee the

market andthe pemanent monitoring of competing thighrty IP applications.Efforts of

%2 SeeThe Boston Consulting Group (2008)16; Fischer et a{2004)p. 48 et seqqGassmann, O. et dR008)p. 85
8 SeeThe Boston Consulting Group (2008)16
% SeeThe Boston Consulting Group (2008) 16;Gassmann, O. et al. (2008)85
% SeeThe Boston Consulting Group (2008)16
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other companies to secusenilar patent, trademark or copyrighights should be critically
observed New patent and trademark applicatioase publishedn the ChineseTrademark
Gazette (Shangbiao Gongbao) or the ChineseeRatGazette (Zhuanli @hgbao) The
management of a companyositd have a protective IP portfolio amgeds to beegularly
informed about thedevelopmentsn the relevant markets. In additipmegular screening of
professional publications such #e magazinefiChina Patents &rademarks of the China
Patent Agency in Hong Kormgnd catalogsof competitorscan offer insightful hirg about the
activities of pirate§®

Often neglected, but crucial is the professionalization of the internal investigators, the legal
department andarporate security. The core problem in the search for counterfeit products is
that nobody can say exactly how many of them exist on the market and where they are
distributed. A possible solution can lmnly be the above mentiongaermanent market
monitoring. Often companies find themselves unatdequantify thetotal damagefrom
counterfeiting as the damage is tiatited only to the obvious currenfinancial lossesut

also includespotential future revenue lossesind costs througheputation damageand
unsatisfied customer3herefore, thishould be done very diligently or otherwisedn be a

great obstacle when it comes to taking legal countermea¥ures.

C. Countermeasures

The legal system in Chinég expected testay weakin the near future. Consequbntfirms
should see legal disputes as one of the last options for IPR protétdiaeyver, if violations
occur or if competitors capitalize on loopholes created when the basic protective steps

illustrated above where not taken, it can be useful to tryesointhe following strategies:

1 Estimate the success thie three legal remedies available in case of IPR infringement:
administrative  proceedings, civil proceedings or criminal proceefings.

Administrative proceedings are generatlgnsidered to beheape quicker, more

% SeeFuchs, H. J. E. (2004). 185
57 SeeFischer, S. et al. (2004) 53 et seq.
®Forpossibld i nes s e e NatidnalLegalframetvalkior. IPRProtection
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flexible and lessantagonistic, while litigations (civil or criminal proceedings) protects
the rights holders from corruption and local protectionism and allowing for damage
compensation and piitigation remedie$?

1 Disputes have to beettled either by the local administration or a national cAsta
general rule, the administrative track is likely to be more rapid and effective than
going to the courts in stopping IPR infringements. The effectiveness of administrative
enforcement, hoewer, varies enormously from jurisdiction to jurisdiction. In addition,
administrative enforcement will only be applied locally, whereas a court decision can
havenational application. Resorting to judicial review is likely to be more expensive,
take muchlonger and courts often require the presentation of high level of evidence
before everaccepting a case for consideratitmthe Chinese flagship provinces like
Shanghai, Beijing o6henzhenthe jurisdiction has greater willingness and ability to
intervene in case of IPR violations. This means a fair verdict is more likely in those
provinces owing to a general higher proficiency with IP laws. In addition, any
government relation, e.g. built througheviousinvestmentor technology transfer,
should be adtated and useAccording to Yu, Awith the
courts with judges possessing IP expertise since the 1990s, courts in major cities have

greatly /t mprovedo

1 Independenéxternal investigatorshould be used to investigate the infl@mentand
collect the necessary informatiGrfor the court Despite the higher costgis is a
popular choice asthe opinions of outsiderare amore solid information basend

evidence in front ofhe courr in negotations with Chinese authoritiés

% seeYu, P. K. (2006). 143 et seq.
0 SeeWrigley, D. (2005). 25
Yu, P. K. (2006)p. 144

2 According towang, J. (2008he basis for calculation of IPR infringement damages in China is: 1.) The damage incurred
by IP right holders, or 2.) The profit earned by the infringer, or 3fufiry damages up ©@NY 500.000 (when 1.) or 2.)
do not work; damages can also be calculated using appropriate patent license royalties as reference)

S SeeWrigley, D. (2005). 19
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1 The protective fence (should they have been build) can be used to immediately deny

violators to access other key markets when a possible IPR infringement case in China
has been recorded. This helps to prevent that the IPR issue spreads to other important
internationamarkes of the firm and thereby multiply the possible dam&ge.

Foreign distributors of counterfeit goods should be blocked by threatening to make
them responsible for the violations of IPR committed by their custofhers.

In casethe rival is aChinese company with foreign exposurnee may alsofight in

foreign legal systemsvhere IPR protection is strong, like the US or the EOr
example Sonypersuaded Apex, a major supplier of Chinesade DVD players in the

US, to pay royaltieon DVD techmlogy after beginning a lawsuit in the US. US
based Cisco, tmareifactumerrof hdrdveare foalmtegnetsntrastructure,
filed suit in Texas against a leadi@fpinese internet hardware provider that was also a
rapidly growing rival, in the USni January 2003 for allegedly violating its patent
rights. The Chinese firm exportgdods worth USD 500 m a year. The two companies
reached a settlement in July 2004 after the Chinese firm had stopped sales of the
products at issue in the suit, modifiedtae parts of its user manuals and source code

and allowed a third party to review its produs.

Also, alternative ways of dispute resolution should be considered: Arbitration is
traditionally perceived in the international community as an effective otetto
resolve commercial disputes. Ta#ficial international arbitration tribunal in China is

the China International Economic and Trade Arbitration Commission (CIETH&).
CIETAC is headquartered in Beijing and has branch offices in Shanghai and
Shenzha. Based on th€hinese Arbitration Law, arbitration agencies are not part of
state administrative agencies and do not depend on courts. However, it should be

noted, that arbitration is subject to state supervision in Chima.state can intervene

" SeeThe Boston Consulting Group (200216
> SeeThe Boston Consulting Group (200216
5 SeeWrigley, D. 2005)p. 25 et seq.
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throughcourts at the prarbitration stage, during the arbitration process and after
arbitration.Disputing parties may also apply to courts on issues such as validity and
enforcement of arbitral awards. Thumbitration proceedings are inteateld with
litigation.”’

The strategies described above may serve you well in a dispute situation. Ha\erarjs

the country where flexible, informal and unconventional strategies work quite well. Hence, in
some special cases, when a legal dispute appears very unpgymishould be considered
weather toacquire orto form a JointVenture with violators will create more benefits from
market access that will offset the losses recurring from violations of your IPR in other
markets’® A prerequisite for this approach tisat thecounterfeiters reach almost the same
quality as the original producCertainly this strategy is oml suitable for exceptional cases.
However, Walt Disney Company, as a Beftractice examplesuccessfullypracticedthis
approachin China for yeas. Only when the counterfeitecould not be integrated into the
firmds own val ue, thecanpapgstastetio intiatedegal actiod’ Mare
generally speakinghis means switching from a legal strategy to a factual strategy to deal
with the problem of IPR infringement. This marks a good linkienextchapterin whichthe

later approach will be elaborated in detail.

IV. Factual Strategies for IPR Rotection

Factual strategies can be separated into two categories: Business strategies andgialhn
strategies. Both have in common that they use specifidagat measures to factually protect

the IPR of a firm. However, while the Business strategies focus on the value chain and
operations of the firm, Technological strategies usually tryatept IPR by using advancéd

but sometimes also simpletechnologies.

"SeeLam, N. M. and Graham, J. L. (2007)355;Wang, J. (2008Thapter 9
8 SeeThe Boston Consulting Group (2008)16
" SeeFischer, S. et al. (2004) 56
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A. Business Strategies

Businessstrategiesanbe very effective in protectinghe IPR of a firms operating in China
Often technologies and Knettow of a firm are stolen by businesarmers likethe Chinese
JV-partner, suppliersr B2B clients that havenultiple interfaces with the firm. Another very
prominent breat are the own employees that work in sensitive functions of the company.

A good way to structure the different stratesgibat can be used fdPR protection is the

cl as s i ¢ haindvfeamewerk déveloped byhe Harvard Business School Professor
Michael E.Portef° (seeFigure8). His concept helps to systemize the primary functions of a
firm and thereby gives a roadmayp ttifferent measures that can be applied at each step of the
value chain to ensure a factual protection of the IPR iredleoutside o& firm. Every firm

has primary functions in his value chain, which according to Porter can be clustered into:

Inbound Logistics, Operations, Outbound Logistics, Marketing & Sales and Service

1 Inbound Logistics: The control of the inbound logistics is an important step in
securing theoverall supply chainThe primarily issue here is quality assurance: First
manufacturersnust preventounterfeit productas possible input materials for their
own productionsystem. Secondly, the firm has to prevent that essential product
Know-How becomse available to any potential counterfeiters. Hence, it is necessary
that the ProcuremenbDepartment worksn close cooperation ancbllabortion with
the Legal Departmenh negotiaions aboutsupply contracts, whickhould include
clauses tosecure the guaranteelfPRs. Additionally, the Qality Management
Department has to continuously momitbe suppliers and their processes. Toatrol

of the inbound logistics acoreelement in th@verallprotection of IPR in Chind.

8 For more information seRorter, M. E. (1985)
81 SeeFischer, S. et al. (2004) 51
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Figure 8: Value Chain o a firm
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1 Operations: The internal operations arene of the mainsources for theillegal
appropriation of IP. Here the protection starts with the HR management and employee
selection. For example, a mgized German technology firm operating in China
deliberately chose to exclusively employ expensive Gernexpatriats in
Management and sensitive Knédow functions rather than cheaper Chines® M.
or PhD. graduates. For them the protection of their IP has highest priority. Although
this might be an extreme case, a very selective access to sensitive knowledge
combined vith a thorough screening of Chinese job candidates and their references is
a good advice for any firm operating in China. Also, establishing a good working
atmosphere is important in China as high employee fluctuetione of the main risks
for knowledge appropriation Successful firms managed to establish corporate
identification and loyalty among its employees through financial incentives combined

with great recognition of successful work and abaverage development

82 pdapted fromPorter, M. E. (1985)
31



Executive MB.L.-HSG Executive Master of European and
International Business Law of the
" University of St.Gallen M. B.L. -HSG

'E Universitat St.Gallen

opportunities.

Besides HR the magament of the organization and processes are in fdeus.
example, teams with sensitive Kndswow should be grouped into one organizational
unit where highest security and compliance standards are ensured. Additionally,
sensitive internal processa$iould be made as transpareas possible using e.g.
automatic electronic protocolso that in case of an incident the responsible person
can be immediately identifiet}.

1 Outbound logistics: Many manufacturing companies haveoutsourced their
distributionto specalizedlogisticsservice providers. Consequenthgre the focuss
very muchontheright selectiorof a relialde logistics service provideRegarding the
threat of piracy and counterfeitimane has to resure that counterfeit productannot
get into the logistics chainand/or replace original productslence, he selected
logisticsservice providers shouloly a lot of attention to the reliability and quality of
their HR. They should not ussonymousand quickly recruited backugrivers, but
only their fully-employed driving staff, which had toundergo special security
trainings andchecksfirst. In case the firm has not outsourced its outbound logistics
this recommendation apply for the own driving staff. Additionally, it can be of
advantage to use onlespected logistics service providers, which already have a
proven track record in the industry the firm is operating in, as they have also a certain

reputation to lose in case of counterfeit prodfitts.

1 Marketing & Sales: There are oftelsecuritygaps inthe sales distribution that offer
pirates opportunitied take advantage oA large part of the imitatiorare distributed
through the official channels tothe end customers. Therefore, the continuous
monitoring and careful selection of distribution chals is crucial. A preventive
defense against counterfeiting and piractpisiseonly a small number distribution
points For example the Italian company Hunting Worldistributes itsproducts in

only 80 stores worldwideThat makes iteasy to control The strategy of selective

8 SeeFuchs, H. J. E. (2004). 229 et seqq.
8 SeeFischer,S. et al. (2004p. 51
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distribution ranges from the exclusive suppdyindependent retailerdranchise to

own retailstores However, @en inthe own retail systemscounterfeit products may

appear It is therefore important that thalgs Departmenhcontinuously monitas the

products at the point of sale and immediately informs the other potentially involved
departments about counterfeit products. Additionally, another duty of #es S
Department is to continuously train the sales personnel abmmttd distinguish

original from counterfeit productS.However, there is also a certain traaféin the

restriction of distribution channels that needs to be considered. The Américan

Dell, one oft he wor | doés | ar gmatfactyriegfirsiia a joodc o mp u t
example of direct sales in China. Throughhbitsld-to-orderand Internetsales model

they are significantly better protected againstcounterfeit productsthan the
competition.This model also gives Dell the advantage of price flexibilitywolds the

leading position n the businessriented serveramarket in China, which was
historicallydominated by local playerslowever, this restrictive sadestrategynakes

a widespreadlistributionin Chinawithout the support o& Chinese partneslmost
impossible and thereforeless suitable for reaching the broad consumer market
Besides mo st compani es |l ack the organizat:.i
althoughsome are trying to adopt in part. For example the otherUS computer

maker HP, a#r its merger wittCompag, has opted for a multiple channel distribution
strategy in China. This involvdsoth direct and indirect sales through distributors such

as system integrators, vataddingresellers and other dealéfs

1 Service: Another instrumento fight piracy and counterfeiting isy offering highly
valued support and other servidgescombination with theelated pricing policyThis
gives an informed endser a rationale for the premium price paid for purchases of
legitimate goods from auth@aed channelsExamples can be found in the software
industry. Somefirms offer upgrade versions faelatively cheap pricdo theexisting

customer to prevent thefrom acquiring piratedgoftware One example is produce

8 SeeFischer, S. et al. (2004) 51 et seq.
8 SeeWrigley, D. (20®) p. 16
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The

of antrvirus software who prodies daily updates to licenskolders to ensure their
computer systems are capable of warding off the latest viruses. It is worth examining
the cost structure and possible locations in the channel ofsafes services, like
repairs. Where highly traingechnicians and large inventories are required, it is worth
considering using a manufacturerds own
resellers.So in general aftersalesservices like e.gtechnical suppoytwarranty
service,replacement guantees andree upgradexan be only provided when the
customer has the requiredhita serial numbersand is a registered cliefit. For
example, Microsoft limited the downloading of updatesctesstomers who have
purchased genuine Microsoft produtsAnothe model is used in the digital
entertainmenindustry where firms hae encouraged Chinese gapiayers to migrate
online. Players need a legitimate subscription to be able to log on to online games run
by central servers. Alsdraining is an additionaliRd of valued aftesales service,
allowing users to make much better use of its product. However, there is still some
risk; even for training services, grey market operators had emerged in China using

copies of official training manuals for their sessifhs

next step iIis to |l ook at the sdigued) | ed

and examine possible strategies to protect the IPR. Besides the value chain of the firm, this

includes also the suppliers, customard aompetitors of the firm

T

Suppliers: The necessary measures for the control and protection of the supply have
already been discussed in the previous sections dealing with inbound logistics. In
addition to that, anothéPR risk is associated with thguite frequentlymade decision

of third party manufacturing. Thisis usually done usingontract manufacturing
services (CMS) to produce goods accordinghtr own design. Careful selection of
CMS partners is one way to mitigate this risk. However, vendbeosild also look

closely attheir IPR portfolios to decide which designs and technologies are core to

8 SeeFischer, S. et al. (2004) 56

8 SeeUSA Today (2005)cited inYu, P. K. (2006). 148

8 sea Wrigley, D. (2005)p. 23
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their businessed.he design and manufactog of other parts or stages of production

that are not corean be outsourced toriginal design manufacture(©DM), while

retaining core designs and processeshanse. ODM firms differ from CMS
companies irthe formthat they carry out design as well as productiogadds that

are branded under the contract édahdlesdBndor 0 s
distribution, retailing and marketing of the product&is was what mobile phone

firms like Motorola and Panasonic did for some of their -lend handsets. They

judged their strengths to lie in cuttheglge technologies andarketing. Their ODM

partners, like Taiwanese firms Compal Electronics, BenQ and Anima
Communications, al |l have factories i n C
Chinese firmswill no doubt become competitive in the CMS and ODM markets for

more products. Alreadythey are strong in hoen appliances and cathode ray
televisions.However, the more technology a vendor gives out to its manufacturing
partners, the morkkely will those partners boost their own technological capacity,
including in researcland development. This will allow prest partners to become

potential competentompetitors. For instance, not long ago, Chinese mobile phone
makers licensed out virtuallgll of their designs from foreign telecommunication

firms. Today companies like TCL andNingbo Bird design many of theiown

handsets?

% seeWrigley, D. (2005). 17
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Figure 9: Extended Value Chair*

The supply chain
A

value chain
f—%

Competitor
A
Competitor
B

_________________

f Competitors®* Although the competition is usually considered to be the enemy,

which one has tobeat; in the case of IPR protection they can be \eddaableallies.
Usually counterfeiting is a problem of a whole industry and not a single femce,

there can be some mutual value creation, vihemompaniesaffectedby piracy form

an industry association that allows them to jointly fight against piracy and
counterfeiting.In this casethe main advantage is that individual interesés be
bundled into a serious interest group watinongerlobbying power at national and
international levelln addition, collaborativénformation exchange acrossmpanies

in the same industrgnd also acrossndustries can be a good measure to identify
organizations that act as manufacturers of counterfeit products and may also facilitate
the diffusion of bespractice KnowHow in fighting against IP infringement in China

The associations caalso be used forjoint pressreleases on IRand consumer

%1 Adapted fromPorter, M. E. (1985)

92 This refers to the companies that are present in your market and are competthginitvn brands and technologies and

not the pirates that simply copy your products.
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educationcampaigns.This collective IPR monitoring has often brought together
business partners, as they can share information about unscrupulous manufacturers
that are often producing goods withdicenses. In some cases, this can even help in
minimizing misunderstanding and mistrufhe cooperation with competitors does not
necessarily have to be limited to other Western fir@lsinese companiesre more

and morealso suffeing from piracy andtherefore may be potentiallies as well

Some local companies will share an interest with foreign firms in stronger IPR
protection. For instance, members of the Godson Industrial Alliance, all IT companies
or institutions, own higitech IPR. Other Chinessonsortiums are also involved in
developing standards in mobile telephony, DVD and radio frequency identification
technologies. In fact, local companies and groupings may well have more clout than
foreign companies with local authoritieslence, hesefirms could even use their
"Guanxi-networks with e.g. Chinese authoritieand local knowledgethat is
sometimes more efficient in fighting against counterfeitiiigey may also know how

best to get through the complicated enforcement sy&tem.

1 Customers: The communication policyof firm needs to educatnsumers with the
goalto preventhemfrom conscious ounconscioupurchase of counterfeit products
First, buyers need to be informed about htwadistinguish between fake and original
products For examje, Rolex and Hennessy usewspaper ads and television spots
inform about speciaecurity markings and authentication feattfte$ their products
The disadvantageof such anactive information policyis that the counterfeiters
become aware of the spal features of the original produat the same timand
thereforemay try to copythat as well. Secondlygnother objective is to redudtke
conscious purchaselecisions of customer$or counterfeit products. Conscious
purchases of counterfeit produet® particularly prominent in the luxury industry, i.e.
luxury watches, jewelry, textiles, etdany consumers are happy to use only the

counterfeit product and benefit from the high brand image and prestige, but at same

% SeeFischer, S. eal. (2004)p. 55 Wrigley, D. (2005)p. 23 et seq.
% Technological protection measures will be discussed in det#iginext chapter.
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time are unwilling to pay the higprice What may help to prevent counterfeiting
spread to neighboring developed markets (e.g. Hong Kong, Macau, etc.adswen
communicationstrategy bythe Public Relations and Communications Departnrent
those countriedHere the company should try educate the potential consumers about
the bad consequences of counterfeiting (e.g. loss of localigbses due to quality
deficienciesetc.) and the potential legal consequeriéds.China itself this approach
should be complemented with a redesgf the product packagée perceived value

gap between the original product and the counterfeit product should be kept minimal.
For example,PricewaterhouseCoopers recommends expensive foreign btands
increasehe perceivedoroduct value througbompkementary excellergervicein order

to make the performance difference toounterfeit products clearly eviderif
Customers can be also used as a source for information about counterfeit products.
An exampleis Beiersdorf AG (among othgrthe manufactureof fiNiveado branded
products) who has established a speadtaistomertotlinewhere consumers can report

about counterfeit products in the market.

In addition to the business strategies elaborated abimae are other innovative straiegto

fight against counterfeiters. For exampl¥u suggestto see the pirates as welcoming
challenge ando enga@ into directcompetition with the counterfeiters. In an illustrative case
study concerning pubisher of popular comic books he showed how this stratesyywork:
Almmediately after the books were published, unauthorized copies apjpreanhedmarket
someeven before the publication of the origingls.é ] [ The chasebtb competer |
directly againsthe pirates. To do so, it wrapped the comic booksaiatto-reproduceplastic,
upgraded the quality of the graphics and paper, and incliméegdensive educational prizes
with each issue. Although its action mmubt increased production costs, the additional

preparation made thmomic books more expensiaad difficult to copy. As the pirates turned

% SeeFischer, S. et al. (2004) 54 et seq
% SeePricewaterhouseCoopers (20@5)10
9 SeeWurzer, A. J. et al(2009)p. 64
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to other, easier targets, subscriptions and profits incre@&edis underlying logic is that
counterfeiters are rationéusiness people that are looking for profits and opportunisies.

when theprofit margns of the counterfeiters are shrinking due to competitive measures, the
products of the rights holdevill become dessattractive piracy targefAnother aspect is the

strong messagsentto the counterfeiterghat they would make more money by choosing
morevulnerable targeand drive the pirates to the products of the competition (assuming that

they had been less protectivand hencéi k i | | i ng t wo b ibybeéatingbwtht h 0 n e
the pirates and theompetition?®

Yu recommend also another stragy, which is public shamingHe considers it to b&s an
effective strategyn Chinaasfrom the standpoint of Chinegesychology;public shaming
cases t he i nf r o(fimgaazoin Clonesk ofseeemliafragsment caused by the
public apology wi create a significant deterrent. Therefore, Chinese companies have insisted
on public apologies from the infringers. In light of this Chinese tradition, Chinese copyright
law, unlike its Western counterparts, includes specifically the remedy of ap8fbgy
Additionally, going to public may have another advantage besides shaming: By bringing in
the local media, it is possible to attrémtgescale public attention, which in tumay create
domestic pressure on the local authoritiesdbgwing the local commmity to the side of the

foreign right holder®*

As already di s c usgal&tiategies folPRhRotedlidoa, p tceoro piier at i on
the counterfeiters can baaherinnovative andrery effective strategy, ashas thepotential

for converting gpirateinto a future partneMoreover,ac c or di n g sttaegyWauld At hi
allow the Westermanufacturer to create goodwill in the local commurjity ] oveBhment

officials outside of major Chinese cities often @awdeal with not only intellectual property

problems, but also other seeminghore pressing problems, like unemployment and social

%y, P. K. (2006)p. 145 et seq.
% SeevYu, P. K. (2006). 145 et seqq.
10 Chinese Copyright L, Art. 46 and 47
015eeYu, P.K. (2006)p. 148 et seqq.
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welfare. Becausef their dual, or multiple, capacity, they are often more receptive tc a co
optation proposal than to onleat requires factory closures. While tlagter would create a
more serious problem for the local community, tbemer would reduce two problenis
piracy and social welfaré®* However, it should be noted that this strategy has also its risk
and does notvork in every situationAs in thementionedcase othe Walt Disney Company,

the abilities, motives, plans and reliability of the counterfeiters should be examined in detail.

Another casestudysuggestt h e f o |Tb pretactrtg key téchnology, @hmanufactuar
separated the higlechnology components of its products from their ldechnology
counterparts, producing therfoer in the United States whil@anufacturing the latter and
assembling théinished products in China. ldoing so, the firm wa not only able to resolve
the dilemma, but alsbenefited from the growing Chinese mar&Et This caseillustrates,
thatphysical distance and technological barrisrthe probably mostffectivedefenseagainst
piracy, but with an intelligent organizatn one camat the same time benefiom the Chinese
market. Additionally, it highlightsthat it is important todistinguish a business decision to
relocate manufacturing and reseafatilities to a country from one that seeks to establish a
market for is finished productFinally, the case study illustrates how the type of business
structure a firmadopts may affect its ability to protect intellectual property. For example,
wholly foreignowned enterprises (WFOBre in a better position tprotect intelectual
property than JoirVenturesas theyallow them to proteckey technologies by either
isolating them or preventing comprises Inyistakes made by local partners who are
unconscious, or have limitedwarenessof intellectual property protectionWhile this
isolation strategy has many beitgfits effectiveness has been undermined in recent years as
technological capagitin China has greatly improveahd most productand technologies,
except for very advanced ones, can nowedverse engineerad China. Thus, even though it
may be stilluseful to isolate criticalechnology from China, the effectivenedsite strategy

has been greatheduced in regards to all but the very latest technoldffes.

102yy, P. K. (2006). 156 et seq.
103yy, P. K. (2006). 161
14 5eeYu, P. K. (2006)p. 160 et seqq.
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B. Technologcal Strategies

The use of (advanced) teadiagy helps to redice the risk of counterfeiting and is in focus of
mainly scholars and practioners dealing with the issue of IP protection. For example, the book
fiCounterfeiting exposed: Protecting ydanand and customey$”® provides an entire chapter
de<ribing anticounterfeiting technology solutionslence, itis generally recommendeo
usenew and clever packaging and marking of products, includiggspecial spouts which
discourage refilling of bottles, the use of holograms and covert chemicargngs and
other hidden markers, and evescentlythe use of DNA to give unique identification to
textiles. In factthere are a number of firms which sell product identification technologies and
the software used to track sales to contractors and thnaigilers. These technologies are
designed to verify for consumers or IP owners that products are gembaéechniques can

be overt such as a hologram, which is readable withaytspecial device. Or they can be
covert. Covert technologies do requa@me kindof reading device such as a decoder or lens.
These technol ogi epsinting, REID Wrddefrequency vidergificdtibne ar
various types onhy bé thangcglanhiokgcal anghn lbefead only by
special detectors. RBlis anidentification method which stores and retrieves data using a
device called an RFIRag. This tag is an object that can be applied to or incorporated into a
product forthe purpose of identification. Some tags can be read from several metersndway a
even beyond the line of sight of the reading deviae example of covert technology is the
addition of minute levels of chemicailsto fuels to prevent counterfeiting or dilution of the
product. A subset of the covexpproach is machireadable teclologies which allow high
speed authenticationf a large number of product®& combination ofovert and covert
technology is the best way to protect IPR and this concept isoysedny firms. Establishing

a welldesigned system based on the above techieslbut adding serial number data and
RFID allows a company to track and trace its produdtis is useful for reducing

counterfeiting as well as for combating gray madieersions:®

195 For more information seidopkins, D. et al. (2003)
196 seeChaudhry, P. and Zimmerman, A. (20@9)155
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The importance of new technologies can toe example illustrated bya new Californian
regulatiort®” which requires thaprescription drug manufacturers must be able to record the
movement okvery product from manufacturing to sale. This new law requires a unique serial
number on the smallest retail unit. Although the lamesl not specify a metho®FID is
considered superior to barcoding. RFID has a few advantages. kirnstue serial number is
electronically written into a chip at the pharmaceut@aint. To copy that, a pirate would
need to be able to make semicondustratherthan a simple photocopier which is all that is
required for reproducing a bar codother major advantage is that the reader can penetrate
sealed boxes and scamultiple labels in a very short timé&ewly available inexpensive
scanners can rdanearlyinvisible bar codes printed with special inks. Very sophisticated
cryptographic memories embedded in a labeling deyoevide a veryhigh level of
authentication ashts approach allows unique informatido be transmitted for each

transactiort®®

To be more specific, companies in China can use these technologies foataly partsof

their value chain:

1 Product development:Here the focuss to achieve a clear identification of original
products: Through the use of textiogy the products receive relativébrgery-proof
characteristicdNew productmarkingtechnologiesnake itconsiderably more difficult
to copy a producind alsdacilitate the distinction of the imitatiorisom the originals
Very common methods fohis kind of marking are.g. holograms, which arquite
difficult to copybecause of the large technical effaquired The automakebaimler
AG is a good example. The firtmas equipped approx. 50,000 its most important
spare partsut of its total 400000 with this kind of technology. However it should be
noted that the product marking technology is continuously improving. The sports
goods manfacturer Puma AG has equippigsl holograms, which it uses in his shoes,
bags and textiles with an extendediséy code that can only be read and deciphered

under a special microscope.

WKnown as fiePedigreedo | aw
108 seeChaudhry, P. and Zimmerman, A. (20@9)155 et seqq.
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There are rany other proceduresn the product development phatat can be used
and are considered to be tampgmoof However, these technologies are usually
associatedvith relatively high costs. In addition, even hitggth markers onlpffer a
temporary protectioms technology advanceBurthermore, invisible markersfer a
high protection standardbut can usually onlype identified by experts, but not by
retailers or consmers.Hence, his strategy isuseful in China especiallyor high-
priced goodge.g. luxury brandywhere the customes willing to pay a lot of money
for the expected qualitf®

1 Packaging Among the frequent manifestations IR infringementis the s& of
counterfeit and piratedyoods in a well designed fakeor even in the original
packaging. m Chinathis issue is especially relevant in the pharmaceutical industry.
Theseproductshavea few distinctive characteristics except th&terior packaging.
Unlike watches, perfumear textiles, whereconsumersometimes deliberately buy
imitations, thiscannot bethe case withmedicine anddrugs. To prevenpossible
damages tahe reputation of a firmthe exteriopackaging must clearly differentiate
the prodictsfrom any possible imitation by usirignovative markings(e.g., thermo
labels, specialty papgrsThis ensures that pants and professionals can identify
possible counterfeits easily lilye packaging. As both the pharmaceutical industry as
well as nost other industriehave outsourced the manufacturing packaging
materias$, it is important to screethese supplierand their processes in great detail
and with diligence The design of forgergroof packaging is essential in the
pharmaceutical indust, but can be also used e.m the software, music and video

industry™*°

However,there are also limits to the use of technoldgyt exampleMicrosoft installed pop
up notifications to identify nowgenuine opies of Vista. One notice say8: T hi s fcopy ¢

Wi ndows is not genuine. You may However the vi ct

199 seefFischer, S. et al. (2004) 49
10 5eeFischer, S. et al. (2004) 50
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counterfeiters seem to be quite familiar with the advanced technology as well. In the case of
Microsoft, recommendations for removingighannoying noticevere on theweb almost
immedately upon the release of Vistanother drawback téechnological strategids often

their high cos, not only involving the extra production cost per item, but afsid systems

to monitoring and tracking goods. Such expenses haeerdé CPU chipnakers from using

such systems, despite growing incidence of grey markets, counigmdbeiticts and theft.
Therefore, m summary it should besaid that despite the promising features of new
technologies, the use of technology should reteen as the single winning solution to be
applied to fight against IPR infringement.

C. Implementation

For the implementation of business @adhnologicaktrategies three managerial actions and
principals are necessaryThese are Dynamism, External mioning and Internal

monitoring**?

First, Dynamism suggest to se fatual strategies fotPR protection butto be always ready
to immediately refine and adagte m s houl d <circumstances chanc

dynamic, and so have to be flaetual protection.

Secondly,External monitoring means tocontinuously monitor your customers, suppliers,
competitors and thdevelopment of the legal IPBRystem. Sudden changes nefect the

performance othe applied business atethnologicaprotecton strategies.

Thirdly, Internal monitoring means to entinually monitor howindigenous competitors and
employees react tthe business and othéactual protection strategie@ne should expect

countemeasuresandneeds tde ready tajuickly respond tahem.

In addition, IPRprotection is not simply an administrative function. Failure to protect IPR can
have implications for brand and asset protectioilence, sufficient resources should be

dedicated for IPR protection. For examm@egandalone IPR budy is needed to pay for the

1 seeChaudhry, P. and Zimmerman, A. (20@0)156
12 5eeKeupp, M M. et al. (2009p. 220
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monitoring of rival products in the markeind of JV partners and firms associated with
partners.Also, large companies should consider appointing a dedicated IPR manager to co
ordinate the relevant teanfer brand protection,n the legal, marketing, licensing and
distributor fields, along with andther business partners, sales and senior managéthent.

Without successful implementation the best strategiesisetess. Hence, a lot of attention
should be paid to this process.

V. Towards aHolistic Strategy for IPR Protection

When it comes to IPR protection, companies cannot expect a purehafggalgh to be as
effective in Chinaas it isin Europe orthe USA. T h at 6 seadimdh gomphnies, like
Microsoft, HP and 3Com, have deveémpii h o | iardtintegratedPR protection policies

that have proved more effectivelence, ¢ effectively protect the IPR i€hinaa company

needs to combine legal arfdctual strategiesfor the protetion of strategic intellectual
resources’*Lian HoonLim, apartner in theHong Kongoffice of A.T. Kearney recommends

a Aportfolio approacho tesearchgboat loclopartmersy metvi o n
technology and business strategies as well as kegfarcement of patent and trademark
rights Also, Wurzer et al. have pointed out in their current researcehontcomingsn IP
management thandP strategy that solely relies dawyers to manage patents is one of their
seven main pitfalls. They estimated that the damage caused through tkidalnapproach
accounts for approx. EUR 10 bn of economic value destruction in GerffraAg. the
Chinese economy has now roughly the same size as the German, this number may also give
an indication for ChinaAdding to this point Yanget al. claim that thekey element for the
effectiveness of anpiracy strategiess the attention the management pays to IP and their
confidence in théntellectual property system in ChinBhese argrerequisite for the success

of antipiracy strategiesUsing data from 128 nfinationals their findings reveal that three

113 SeeWrigley, D. (2005)p. 15

114 See e.g.The Boston Consulting Group (2004.T. Kearney (2005a)A.T. Kearney (2005h)Dietz, M. C. et al(2005)
Wrigley, D. (2005) Fuchs, H. J. E. (2008§assmann, O. ei. (2008)

115 seeWurzer,A. J. et al(2009)p. 66 et seq.
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strategies arepositively related to the effectiveness of counterpitacy. administrative
supports, judiciakctions, and pvate eyes and investigatorsn@e other handespecially

media exposure and publawarenesshas a negative relationwith the effectiveness.
Therefore they suggestnanagerso be mindful in taking this actiomgainsipiracy. The paper

argues that tik finding may be unique to China and reasons may lguitural normswhich

arenot always wholly supportive of protecting IPRinally, as mentioned the confidence of

the management in the Chinessellectual property systens supportive for the three
strategies named above. Yang et al. argue that higher confidence leads pyaaores and

positive actionsagainst counterfeiters® Besides,what is most important is that the IPR
protection strategy needs to be linked with the overall business strategy in China. For
example, it might seem logical to use an antidumping lawsuit or ameseizure to block a
Chinese competitords (counterfeit) product
embarrass the Chinese company (in case it is a SOE or has strong governmental support) and
in the end also the Chinese government. This unilet@mesult might then lead to reprisals in
China and thereby hindering a companyo6s oper
investment approval, new factory permits or meetings with key government agencies. Hence,
at the end of the day, thimay lead to internal tensions because the interest of the Western

headquarter could conflict with those of its Chinese operatitns.

In summary, we can therefore conclude that IPR should be one kéyhasks of a manager
in China and theprotection shuld follow a holistic and strategic perspective. Below, some

practical tips toolsand frameworkwill be explained that might help to deal with this issue.

One prominentist of recommendationthat synthesizes the requirements of effective IPR
protedion was created b¥irth. He suggest 10 practical measuréscontaining both legal

and factuabtrategies to protect IP in Chind*®

16 5eeYang, D. et al. (2008). 321 et seqq.
117 SeeThe Boston Consulting Group (200#)13
18 5eeFirth, G. (2006). 18 et seqq.
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1) Craft a corporate IP protection strategy

2) Employ legal measures

3) Control the production process

4) Focus on human resources

5) Bechoosy when selecting suppliers and distributors
6) Keep a close eye on competitors

7) Take legal action

8) Conduct surveillance of suppliers and distributors
9) Control what walks out the door with departing staff
10)Advocate aggressively

He advises thatvhen it comego IP protectionmuch more than an ounce pfevention is

necessary today. He recommends a thorough review and updatingomalany operations
and internal policies, the development of a corporate IP protestiategy and the use of
offensive and defgsive actions. The former include surveillaneducation and legal activity
while the latter encompasses registering patentstrai@émarks and regularly reviewing IP

security.

There are many measures to protect IPR in China. However, due to this ctynplariy
firms had to invest years of hafdught experienceefore they casuccessfully cope with the
challenging issue of IPR infringement. The following framewariay give managexrsome
guidance on how to holistically structure their efforts in this dld and benefit from

experiences of begtractice firms in China
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Figure 10: Priorization of legal andfactual strategies to protect IPR*®
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As mentionedit is quite common thamultinational firms in IPsensitive industrie4° relied

their IPR protection solely on legal terms and sometimes ewgnafter the propertyhad
already been stolen.According to Diez et al., consultants from McKinseycsessful
companies shou)dowever,use a combination of legal ardctual strategies li@re the IPR
violation happensThey should of course register their trademarks and patents with local
authorities and prosecute violators with vigor and prudehceording to their researclegal
strategies areost effectivevhen combined with a goodrerall IPR protection strategy. The

| aw al one ipsoteé tP assatsoRomabhieving the right mix of legal and business
and factual strategies the Framework-igure 10can be used as guidandeheir research
suggestghat appropriate contract termghysical, technlogical security measuresthical

employeesjprosecution of violators with appropriate frequency, vigor and prudédacael

119 adapted fromDietz, M. C. et al. (2005). 7

120 pjetz, M. C. et al(2005)studied ten multinational firms in the consumer electronics, medical equipment,
pharmaceuticals, semicondact and software industry
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registration of patents, trademarks, copyrights aochpliance auditsare absoluteéi mu s t
havesd f or | PR pr Stirete previons chapters®h legaland facaigtegies
we have already discussed how these measures may look like.

Figure 11: Clustering of IPR and drategies to protectthem®??

high . . ) ]
OutpaceImitation Block Imitation

Rapidly innovate to maximize Block imitation by controlling key
return on investment before inputs into production process
imitation

Importance Always
of IPin persuelegal
securing protection
revenue and
enforcement
Set standards and become an Protect the supply chain to make
industry leader imitation difficult or costly
ow Manage Imitation Discourage Imitation
low Customer loyalty high

Another important issue is to take a strategic perspective to IPR management and protection.

In other words, ti is effective to understand thémportance of the IPR for the overall
company. Although aseen abové her e ar e-haveed imost PARO nper ot ec
sizefitscal | 6 definitely is not the most efficier

China.The portfolio of measures for a company depends on the type of IPR risk it is facing.

The framework of A.T. Kearney, illustrated Figure 11 helps to link strategies to the

i mportance of I PR by clustering them into foc

121 5eeDietz, M. C. et al(2005)p. 6 et seqq.
122 pdapted fromA.T. Kearney (2005bp. 17
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of I'P in securing revenueo and fACustomer |

the IPR one of théour different strategies as described below is suggested.

The left side of the matrix (sd@gure 11) represents products for which customer loyalty is
low, such as consumer electronics. Products in this group are usually cdiesnadd a
certain degree of imitation, whether in the form of reverse engineering or duplication can be

expected?®
Outpace imitation: (Importance of IP in securing revenue: high and Customer loyalty: low)

One of the most intuitive ways to counter IPRlations is to outpace imitation. This means

to quickly introduce new products, improve existing products as often as possible and build
brand image. This forces rapid evolution of customarketsreduces products lifecycles and

i nterr upt s bilityadomgsgondiExamples 6f thia strategy can be found e.g. in the
cell phone manufacturing industry. To recapture lost market share global companies used
their strong product development capabilities to add new features to the cell photne like

caseof A p p |iRhéne'*
Manageimitation: (Importance of IP in securing revenlmy and Customer loyaltyow)

Instead of waiting for a Chinese firm to copy your product, it can be useful to manage the
situation by offering licenses dointVenture to thesdirms. In this way, the multinational
company continues to secure revenues and control while giving locals a chance to compete.
Some multinationals have taken this a step further by selling production expertise to the
Chinese firms. If done properly, thmmpany gets insights into the processes the Chinese
have in place, which on the other hand can prove quite valuable in keeping ahead of the
competiion. The attraction for the local company is thdiédtomes a legal user of the IP and

may potentially inbease revenues as a result. A classic example of this strategy is how

135eeA.T. Kearney (2005hp. 17 et seqq.
124 5eeA.T. Kearney (2005bp. 17
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Pilkington, a leader in the global glass industry, entered irjton&ventureto produce its
float-glass technology (to make glass perfectly flat) with Shanghai Glass Corfpany.

The right side of the matrix represents products for which customer loyalty is high. Imitation
is often (although not always) lethal for this group as it devalues the premium the
manufacturer charges or destroys trust in the product or brand. Products inotipsage
goods with premium brand imag&.

Block imitation: (Importance of IP in securing revenue: high and Customer loyalty: high)

Companies can block IPR imitation by identifying and controlling core competencies-or sub
products within the supply chaiBxamples are e.g. the secrecy that surrounds formulas used

by brands | i ke Mc DGamaHowebes, this &pr@achasnndt re§trictecato
chemical mixes. For example, the details of critical production processes can be kept
confidential by usingpreloaded software algorithms in any machinery that resides in an
offshore manufacturing plant. Some companies protect their business by using manufacturing
modules. In this approach, the company keeps critical IP in a separate location and then skips
themodules to their offshore operations for final processing or asseMblgmational firms

in industries as diverse as auto parts and power equipment favor this strategy. Many firms
additionally engage fdprof essi oirggellegaladianh er s o
promptly. This is especially true for consumer goods companies because their products are
often distributed over a large geographic footprintNLi n g , Chinabés homegr
footwear and apparel company has threetfle employes whose sole function is to track

counterfeit shoe manufacturéefS.

15 5eeA.T. Kearney (2005bp. 18 et seq.
126 5eeA.T. Kearney (2005bp. 19
127SeeA.T. Kearney (2005bp. 19
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Discourage imitation: (Importance of IP in securing revenue: low and Customer loyalty:
high)

This can be achieved by raising barriers across the entire supply chain. For example, using
tracking technology such as radio frequency identification (RFID) will separate genuine
products from the imitations. Companies can follow up by taking legal action against
customers against customers and-esers in Western countries that purchase the edertt
products.This forces buyers in these companies to pay attention, i.e. to make sure they
purchase only genuine products, and is yet another obstacle for counterfeiters. A specialty
materials manufacturer, which moved all of its global manufactuoir@hina, has found this
approach to be very effective. Another way to discourage imitation is to bundle products and
services. This will increase customer loyalty and redefine the market to one that values a
bundled service. Customers move away from hyiyime product that is easily pirated, e.qg.
photocopiers, to the more valuable lease maintenance service. A related approach is to use

bundled warranty and maintenance programs for machinery and equipmeft®sales.

Finally, how should a firm approach the IABsue in China? First, it should start with

carefully analyzing and studying the different legal and factual strategies previously described

and understanding how they might fit for their specific case. Then, the firm should take a step
back and lookrom a holistic and strategic perspective atthe r ms 6 posi ti on art
different strategiesnay fit. Using one of the tools and frameworks illustrated above or also
different ones that might have been also independently developed by the firm, the company
shouldthen select the strategies it thinks fit best with the company and the IPR situation.
Finally, when it comes to implementation, the recommendations and rules previously

described should be carefully considered.

Although case examples have beereadty used in the previous pagesthe next chapter
some selected beptactice casesfrom firms in the Chinese marketill be explainedin

greater detailo give a better feeling for how to successfully manage the IPR risk.

128 5eeA.T. Kearney (2005bp. 19
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VI. SelectedBestPractice Examples

The following case study firm&ceall different IPR challenges and therefatesedifferent
IPR protectionstrategies. However, they have in common their holistic strategiebave
been quite successful in their efforts to combat knowledge apatioprand counterfeiting.

The Japanese compamintendo illustrates how afirm can successfully usea holistic
strategyto fight IPR violationin China Already in the product development phase t
companypaid a lot of attention tthe effectiveprotecton against pirates.e. considering this
specific problem of the Chinese market wieédfore it begarto distribute its products in
China The companys consideredo bea successfubexamplealso becausé#s usage of the
latest technology to make copyin§hardware (console) and software (gamesy hard For
example, it uses country codes programmed into the- lrd software so that pirated
Nintendo products cannot be exported and used outside of the region where Nintendo intends
to sell the product. Additionally, the firm appliesa very exclusivedistribution strategy in
China; selling onlythroughtrusted partnex This is thencombined withuncompromisig
legal and political actions against piratekwever, the company points out thhetkey to
success was primarilgnalyzingthe problem of piracyvell before markeentry and taking

the challengesf the Chinese marketery seriously'

The US software giantlicrosoft is an example of a foreign company that legned from

its initial mistakes ath thencompletelyrevised its strategy for IPR protection in China. In the
late 1990s the company followed a strategy of kmadonfrontation, seeking forotect its
IPR by litigation in the courts. Thied toadverse publicityand therebylienaedthe Chinese
officials. Ch i n a 6 s theaMT© brqughtit® IPR laws in line with international standards.
However, he government was able®o counter Microsoftby promoting the use and
development of a Chinese editiai Linux, a free operating system. Micadt has since
changed its strategy, reorienting it towards the long smdaccepts that it is likely to make
substantial profits in China only in 3ZD years It has begurto take a gentler and softer

approach. It also now sees China as a research addgbionbase, and not just as a final

129 SeeDelios A. andBeamish, P.\WW(2004)p. 74
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market. In June 2002 the compacymmitted USD750 m in measures over three years to

build up the Chinese software industfijhe hope is that Microsefiponsored research
prograns, fellowships and university researcha b or at or i es wi | publib oo st
image in the eyes of future software programmeétgrosoft hasestablishedone of its

worl dos five major r Ehislecatiorcwil sérve asiah advantage fori n B e
Microsoft in developingChinese language softwaende nabl e Mi crosoftods r
access Chinesacademic institutions anidcal software companie$Vith this shift the firm

managed to secure contrafds computer services and softwdoe state institutions like the

police face, the Ministry of Inspection and two of the major lding telecommunications

providers, China Telecom and China Unicom. To assuage Chinese government concerns
about security, Microsoft signed an agreement in late February 2003 under which officials
were allowed controlled access to Windows source code and other requisite technical
information. Although the shift in strategy has reaped preliminawards, Microsoft has a

long way to goHowever, with the change lang-termstrategy the firnshowed thait is able

to learn from previous mistakes, adapt to characteristics of the Chinese market ardngs

breath Thus, Microsoftmayin the long run come up as the winner in timportantChinese

softwaremarket*3°

An example for IPR management in ayéifficult industry isSony BMG. The local music

industry is nearly nomxistent because of piracyonly approx.5% of recordednusic for sale

in China islegitimatei and a retail environment that is not conducive to protecting IPR.

Apart from blatant pacy, an additional problem was that licensees would continue to
produce recordings after the license had expired, and it would be extremely difficult for the
record company to get the licenseestop Sony BMG used to license out its content to local

music companies for distribution arshleas other foreign music labels. In 20@bny BMG

charged its strategy, setting up aiX-Venture with the Shanghai governmemtd stopped

licensing out music to local companids.was the firstJV to invest in theChinese music
industry, taking advant ageJVerduhlocal aohterit WT O ¢

Sony BMG is hoping to tap into local talent and act as a catalyst for the rebirth of the local

130 seeWrigley, D. (2005)p. 27 et seq.
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industryi distributes local content and overseas licensedent, and replicates content into
various formats. Sony BMG chose Shanghai as its base because of its relatively strong legal
environment, conscientious workfor¢@s mentione@mployees @n be major source of IPR
losse$ and trustworthy government ingard to IPR protectiorilhe firm does not have any
illusions of being able to rapidly make large amounts of mdayeselling music recordings in
China. However, it hasucceededn getting musidans to pay around 80% more for s

than the market pricef & SD 1. This priceincrease was at least an indication that consumers
can be persuaded to value the conterd society where until 20 years ago nearly all media
content was propaganda ainde of chargeAlthough China poses special problems for Sony
BMG, in some ways it is not unique. Recaampanies around the world are facing declining
sales and margins for traditional busindks, sales of recorded media. As a consequence they
are considering new business modéds, instance, revenue generatedotigh webbased
sales or artist management feesChina Sony BMG is talking with mobile phone companies
about potential new distributioohannels. Such companies are large enough to be likely

responsible corporate partnevhen it comes to IPR, unlike stheetail outlets™*

Bestpractice examplesn the ChineselP study of McKinsey revealed that th&en
multinational s operating in the consumer electronics, maldequipment, pharmaceuticals,
semiconductors and software indusisea multitude of strategis to protect their IPR. These
firms reduce the chance that competitors steal their IP by carefully selecting which products
and technologies to sell and manufacture in China. For fear of IP theft one pharmaceutical
company withholds its most innovativejgh margin drugs from the Chinese markets
altogether. The company, however, is willing to introduce lemvargin products, such as
mature, offpatent drugs that are sold over the counter. In another example, one large
equipment manufacturer delivers these#tial software with a hidden source code. Chinese
engineers just plug them readily into the system. By separating functions and keeping
technological details secret in this way, the manufacturer significantly reduces the possibility
of an IP leak. Additnally the bespractice firms cultivate an awareness of IP and screen all

job candidates for high ethical standar@e firm, for example, prefers employees with

1Bl seeWrigley, D. (2005)p. 29 et seq.
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